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Many cloud adoption initiatives fail. 

Some companies go through long and 
expensive programmes of work that fail to 
deliver anything of value; sometimes after 
years of effort. 

It does not have to be this way! 

Get it right and you will open up fantastic new 
innovation opportunities while reducing costs 
along the way. 

But how do you get it right?

Successful Google Cloud initiatives initiatives 
are built on a secure, reliable, high-
performing Cloud Landing Zone! 

A Landing Zone pattern is intended to feature 
a best-practice vending experience. This 
is to ensure it adheres to all the security, 
compliance, organisational policies, (IAM 
policies, Networking rules to name the few), 
to provide ready-to-consume projects for your 
organisational teams.

Based on my extensive experience of badly 
and well-executed cloud initiatives, this white 
paper provides a set of key principles and 
practices that, when followed, will give you the 
best chance of ending up with a Landing Zone 
on Google Cloud Platform (GCP) that is secure, 
fit for purpose and delivers real value to your 
business. 
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What Is 
a Cloud 
Landing 
Zone? 
A Landing Zone is a set of standard 
building blocks (services, processes, 
etc.) that allows you to automatically 
create projects, infrastructure 
and environments that are pre-
configured in line with security 
policies, compliance guidelines and 
cloud native best practices. 

This allows end users to easily consume these 
basic cloud resources (e.g. get a Google project, 
deploy workloads, use services) in a quick, secure 
and effective manner so they can get on with their 
work! 

A well designed Landing Zone will deliver projects 
and workloads in line with Google Cloud’s 
Architecture Framework principles:

• Google Cloud system design considerations
• Operational excellence
• Security, privacy, and compliance
• Reliability
• Performance and cost optimisation
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LZ LOADING

ENTER PASSCODE

[ Controls ]

• Organisational Security 
Policies applied to the 
Resource hierarchy

• Well-implemented 
Identity and Access 
Management policies 
and roles

• Proactive remediation

[ Posture ]

• Cloud security and 
configuration tooling

• Alerting and 
monitoring

• Compliance 
dashboards

[                     ]**********

[ Management ]

• Continual review of 
compliance and threat 
landscape

• Continual review of 
service and tooling 
changes

• Infrastructure-as-code 
pipelines to react quickly 
and robustly to change

The Security and 
Compliance Baseline

Workloads
Security of the 
applications and 
services ‘in’ the 
cloud

Customer Data

Platform, Applications, Identity & Access Management

Operating Systems, Network & Firewall Configuaration

S&C Baseline
Foundational 
guardrails ‘in’ the 
cloud

Client-Side Data 
Encryption & Data 

Integrity Authentication 

Cloud Service 
Provider
Security ‘of’ the 
cloud

Compute Storage NetworkingDatabase

PostureControls

Software

Management

Hardware/Cloud Global Infrastructure

ZonesRegions Edge Locations

A key part of the Landing Zone is the 
security and compliance baseline. 

As part of the Shared Responsibility Model 
(see diagram below), this is a management 
layer that sits between your cloud provider 
and your cloud workloads. 

It provides foundational guardrails 
for security and compliance that are 
automatically enforced across any projects, 
infrastructure and workloads to ensure that 
they are all (and always) in line with your 
company’s security and compliance posture. 

Being able to rapidly and accurately deploy 
security and compliance policies across your 
cloud is a major barrier to cloud adoption. 

By automating guardrails across your cloud 
initiative, the security and compliance 
baseline helps you to bridge the gap between 
your security posture and your cloud 
workloads. 

This means your teams can get on with their 
work, knowing that foundational protections 
are in place at all times.  

*This table is based on the Google Cloud Shared Responsibility Model

The security and compliance baseline layer includes:

Server-Side Encryption 
(File System and/or Data)

Networking Traffic 
Protection (Encrytion, 

Integrity, Identity)



Faster delivery and more reliable applications
A solid foundation to your cloud initiative supports the whole software 
delivery process making it faster and increasing quality

1

Your teams can get working in the cloud faster
You can rapidly onboard new workloads

2

Bring new people onto the cloud with minimal delay
Integrated identity management implementation

3

Teams can start work knowing the foundational security and 
compliance is in place
Consistent application of security and compliance controls and guardrails 
across cloud estate

4

Allow safe and appropriate least-privileged access 
to services
Centralised and controlled, ingress (Identity Aware Proxy) egress and role 
based access controls

6

Provide service and application status visibility
Centralised and integrated logging and alerting

5

Visible and efficient cost control

Reduce costs and manage them effectively7

Landing Zone Benefits Running a 
Landing ZoneThe core value proposition is enabling the creation and set-up of the core cloud infrastructure—

getting product and service teams started faster and more securely by encoding key compliance 
and security best practices by default in the opinionated, reusable pattern. 

Internal Teams can then build on top of a reliable, secured foundation, further enhancing the 
controls as desired, or take advantage of additional consumable architecture patterns and 
infrastructure-as-code that are in line with security and compliance best practices.

Teams are then able to focus their efforts on delivering applications and services that drive 
business value.

A Landing Zone exists in a complex context and needs to be maintained 
with respect to changes to that context. 

Here are some of the things you need to consider when building and 
operating a Landing Zone:

Technical changes
This could include changes to tooling such as upgrades or 
deprecations, changes to cloud provider services and APIs – and 
most of all changes to the security threat landscape. 

Business changes
Business requirements may change which in turn will require the 
Landing Zone to change. For example, the company may want 
to adopt a new third party SIEM (Security Information and Event 
Management) solution or decide for business reasons they need to 
segment their ingress/egress topology.

Team changes
The Landing Zone is a service that initially requires a dedicated 
team to build it and an ongoing team to maintain and support it. 
As the service matures, that support function may not need to be 
dedicated but it does need to exist. 

The primary benefits are:
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Components of a 
Landing Zone It is helpful to think of the overall delivery of the Landing Zone (plus workloads) as a set of layers (see 

the diagram below) with the Project Lifecycle Management (Project Factory) function being facilitated 
by the first three of those layers (Bootstrap, Baseline and Business Specific Requirements). 

This helps with defining delivery milestones. 

Note that the Business Specific Requirements are not part of the Landing Zone core delivery. Also, the 
Application Infrastructure and Applications parts–whilst important–are not part of the Landing Zone 
delivery; they are the workloads that run on the Landing Zone.

A Landing Zone requires ongoing support but is also extensible depending on 
the specific requirements of a business. For that reason it is important to define 
the components of a Landing Zone in more detail. This helps to define clear 
milestones and so will aid in the delivery of the desired outcomes. 

The key components of a Landing Zone:

How to Deliver the Landing Zone Components

Applications: The final goal of the Landing Zone: to deliver value to the business

Workload Services

Landing Zone

A
ccount Lifecycle M

anagem
ent

Application Infrastructure: Any of the many cloud services that form the business’ 
platform for workloads (servers, storage etc)

Business Specific Requirements: Delivers business specific components and 
integrations (such as SSO, monitoring etc)

Baseline: Maintains the services that all Landing Zone projects will use, including 
security and compliance guardrails

Bootstrap: Creates the Google Cloud Organisational Resource hierarchy and the 
initial CI/CD pipeline to deliver next stages

The bootstrap and the baseline 
make up the core of the 
Landing Zone, the minimum 
components required for a 
working Landing Zone.

• Bootstrap: create a Google 
Cloud Organisation and 
corresponding resource 
hierarchy, and permissions 
for the initial CI/CD pipeline 
to deploy next stages.

• Baseline: this is a set 
of configurations that 
allows the delivery of the 
security and compliance 
monitoring, alerting and as 
foundational guardrails.

1. Landing Zone Core

These are the actual 
applications being delivered 
by developers to run on those 
Application Infrastructure 
components.

4. Applications

This consists of business-specific components and 
integrations that go beyond the first two components. 
This will include things like identity provider (IdP) SSO 
(Single Sign-On)  integration with IAM (Identity and 
Access Management), ingress/egress integration, 
SIEM integration and alerting and monitoring 
integration. Depending on the complexity of these 
objectives, it may be appropriate to make these distinct 
deliveries in themselves. 

2. Business-Specific Requirements

This consists of services that exist to facilitate or host 
applications. While these would run in the context 
of projects created as part of the Project Lifecycle 
Management service, they are not part of the Landing 
Zone. Examples of this would be Kubernetes clusters, 
database services and instance groups. 

3. Application Infrastructure

This is the creation, management and deletion of cloud 
projects, secured with the security and compliance 
baseline. This component is often referred to as the 
automated project creation (but this nomenclature 
overlooks the fact that projects sometimes need 
deleting as well as creating).

5. Projects Management Each stage in the delivery can be built and then demonstrated in show-and-tells or similar forums. 
Treat the Landing Zone as a product with the same maintenance tasks, bug fixes, enhancements and 
extensions that a product might have.

A rigorous approach to what parts of the delivery belong to these layers is key to keeping the delivery 
on track. Any time a request for a new feature is made, think carefully about where that really belongs 
in the delivery model.

For more details on the Landing Zone components, see Appendix.
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15 Principles and 
Practices for a 
Successful, Secure 
Landing Zone

1. Preparation

How to define the scope of your Landing Zone, 
including the why, the what and the how.

2. Delivery

How to build your Landing Zone in such a way that 
you avoid the many traps and pitfalls that lie in wait, 
while ensuring you deliver the capability the business 
needs. 

So, let’s get down to it: how do you ensure that your Landing Zone doesn’t end up as a 
massive cloud-shaped paperweight? 

What follows is a list of principles and best practices that will minimise the chances of 
failure and create a rock-solid foundation for your digital cloud strategy.

The principles are split into two sections:

LZ
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Keep a clear focus on desired 
business outcomes

Define how your Landing Zone 
will need to be used 

1

2

1. Identify a quick lighthouse project to prove the concept 

Aim to get a lighthouse project running on a Landing Zone delivered workload project 
within 8 to 12 weeks.

It doesn’t have to be perfect or production-ready. You will learn a huge amount from just 
getting that up and running. See page 20 for more info on how to start your lighthouse 
project.

1. Work with the business to determine the modes of consumption 

Communicate with the rest of the business and prepare for the upcoming usage modes.

2. Continuously review the modes of consumption 

Like with the business outcomes, keep these modes of consumption under constant 
review. Ensure that anything you do when building the Landing Zone does not cause 
inflexibility when delivering projects.

3. Set appropriate security and compliance guardrails for each project type 

Do not attempt to impose a one-size-fits-all approach when it comes to security and 
compliance restrictions (beyond basic red lines). The requirements of a PoC project are 
hugely different from a production project hosting PCI workloads and should be treated 
accordingly. 

2. Regularly review progress against business outcomes 

At least once a week, as part of a progress review, reflect on whether what has 
happened over the course of that week has advanced your business outcome.

How to Prepare Your 
Landing Zone

Always clearly define why your Landing Zone is being built.

Before a single line of code is written, define how the projects 
created by the Landing Zone are going to be consumed by 
applications, services and end users.

Best Practices:
Best Practices:

A Landing Zone is a means to an end. If you don’t focus on delivering a business outcome (the end) 
then there is a danger that the Landing Zone itself ends up becoming the sole delivery objective. An 
end in itself, rather than a means. 

I have seen cloud initiatives that have been running for almost two years without delivering a single 
business benefit. At that point, it is unlikely that they will ever do so. 

Success follows when you get agreement from the main stakeholders on the purpose of the Landing 
Zone, document it clearly and refer back to it often. 

You’ll need to have a conversation with the relevant stakeholders to define what kinds of projects you 
will need and the characteristics they will inherit from the parent organisational folders. 

Different projects have different levels of access, different capabilities, different levels of security and 
so on to match the requirements of the services and end users (so they can do what they need to do 
and achieve the business outcome). 

Some questions to consider are: what sorts of services will the projects be running? What are the 
ingress and egress points of these projects? Who will be operating the projects? What skill level is 
required for these different modes of operation?

Example project usage modes might be:

• Sandbox/proof-of-concept (PoC) projects
• Lift-and-shift hosting
• Operations-managed projects 
• Data analysis and machine learning
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Get dependencies and 
prerequisites in place Assemble the right team 43

1. Set up the integration between the project factory and finance cost-codes 
FinOps function

Integrating the project factory CI/CD pipeline to the organisation’s finance system, 
through the use of cost-codes, reduces product startup times and allows visibility of 
costs from the beginning.

1. Align your team structure with Landing Zone components 

Structure the team in line with the Landing Zone components (see Appendix) to ensure 
efficient use of resources. Each member should be clearly responsible for certain 
components with minimal overlap. 

2. Establish a dependencies checklist (and use it!) to avoid delays to new 
team members joining 

Ensure that when the specialist resources arrive they are able to start working 
straight away and don’t have to wait for administrative tasks that can be performed in 
advance—for example, access administrative roles and service accounts.

2. Rotate people between delivery functions 

Avoid creating silos by rotating people between different aspects of the delivery. For 
example, take someone working on the core and exchange them with someone working 
on ingress/egress.  

3. Ensure you have people with Landing Zone experience in your team 

Use people with experience of Landing Zone deliveries to accelerate the delivery, avoid 
the common pitfalls and to train ongoing support staff.

You can save a lot of time and money by getting dependencies and 
prerequisites in place even before the full team lands. 

Determine the right skills and team structure that you need and 
manage Landing Zones on an ongoing basis.

Best Practices:

Best Practices:

These are largely administrative tasks but  —in large organisations especially—often get mired in 
lengthy processes. Failure to get these dependencies in place in advance can result in expensive 
teams sitting there doing nothing rather than delivering value to the business.

These dependencies include things like:

• Administrative roles

• Dedicated Source Code repositories

• Multi-factor authentication (MFA) tokens

• Firewalls open to cloud provider APIs

• Remote access to business services

• Team calendars and email addresses

• Room booking for standups and other 
regular meetings and so on

There should be a core team responsible for developing and testing the Landing Zone code. Because 
of the nature of what a Landing Zone is and how it relates to the services that underpin it, having a 
team with more than three people can become tricky because their domains will overlap.

That core team could be augmented with people focused on delivering the business-specific 
requirements in parallel with the Landing Zone core (see page 11). These team members will be 
engaging with the wider business in order to achieve their objectives as covered in the next section.

Similarly, additional members could focus on the project lifecycle process without impacting those 
other functions.

Delivering a Landing Zone is not a task for beginners and can be difficult even for people with existing 
cloud skills if an effective, robust and fast delivery is required. As such, ensure that there is someone 
in your team with experience delivering a Landing Zone.
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Choose and execute a 
lighthouse project

Get the support of key 
stakeholders and teams early on 65

1. Get support for the lighthouse project early 

Engage early with the service owners and engineers and ensure that buy-in for the 
move to the cloud comes right from the top of that part of the business.

1. Invite crucial stakeholders to key progress meetings and reviews 

Invite key members of teams–where the delivery of the Landing Zone has 
dependencies–to key progress meetings such as standups and sprint reviews. 

2. Inform and educate the project team

Help your team to understand the cloud. Demonstrate the advantages of infrastructure-
as-code, get them to understand the security model and if possible get them creating 
their own application infrastructure.

3. Launch as soon as is viable to get feedback early

Do not wait until every single Landing Zone ticket is resolved before getting the project 
out there. As soon as the project factory is working, get a pilot project created and allow 
the creation of resources to support the application. The feedback loop at this stage is 
extremely valuable.  Follow-up this launch with a Demo Session to showcase such early 
success, to achieve engineering engagement and encourage forward development 
momentum.

2. Regularly show them progress and get their feedback to avoid ‘big reveals’ 

Invite the same team members to regular ‘show and tells’ so that they can see the 
new services and delivery mechanisms in action. Get their feedback so that once the 
delivery gets to the final approval stage there is no big reveal but instead a final step on a 
piece of work that they have been following along on.

3. Involve key stakeholders in the delivery itself 

Where possible get members of teams that you are dependent upon involved in the 
delivery. The more engaged they are, the faster and better the overall delivery. I worked 
on a Landing Zone where the Infosec representative was persuaded to actually write 
infrastructure code to deliver his own requirements. Again, this means the approval 
stage is an incremental progression on an understood process rather than a sudden 
change. 

Build a ‘quick win’ project to prove the concept and help drive 
progress and feedback. 

Engage early with the people and teams that manage key integration 
points to avoid delays and blockers. 

Best Practices:Best Practices:

One of the best ways of focusing a Landing Zone implementation is to have a ‘lighthouse’ or 
‘pathfinder’ project. This will be the first application or service to use projects created by the Landing 
Zone process. Getting this done quickly helps to drive progress and create a feedback loop from the 
first customer of the Landing Zone service. 

Getting the lighthouse project right is important. It needs to be something that can demonstrate the 
value of the cloud to the business but at the same time it should not be a business-critical application. 
Nor should it be a project that has a hard deadline in case the delivery timeline slips (which it won’t if 
you follow this guide!). 

Be sure that the owners and engineers of the selected project are enthusiastic and engaged about 
moving to the cloud. It would not be helpful if they are sceptical or feel threatened by the changes that 
are happening. 

Your Landing Zone will have a number of key ‘integration points’ either with other teams or 
departments within the business or with external third parties. Delivery times for Landing Zones can 
often be impacted by poor engagement with these integration points. 

While integration with third party services (e.g. cloud tooling like Splunk) are usually well-understood 
and clearly defined in contracts, internal integration points (which involve enterprise architects, 
network engineers, information and security officers and so on) can be more difficult to manage. 

In long-established businesses, moving services to the cloud can sometimes seem unsettling or 
disruptive to people sitting in incumbent roles. People fear and are threatened by change, which is 
understandable. 

In order to mitigate this, try to engage with the people that control the integration points as early as 
possible in the process. This may help to dispel fear and engage those people in the cloud journey. 
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Clearly define and scope 
discrete delivery objectivesTake a cloud native approach 87

1. Be vigilant as to what constitutes the ‘core’ of your Landing Zone 

Limit your core to services and functions that deliver the security and compliance 
baseline to the Landing Zone service and workload projects. Review any new 
requirement or service carefully to properly ascertain which part of the solution it 
belongs to.

1. Always consider cloud native tools and services 

For any requirement, ensure that the tooling native to Google Cloud is considered. It is 
likely to be an easier, more cost-effective and more secure solution. What’s more, once 
a cloud provider is approved, you can dip into its many services as you wish, avoiding 
long procurement cycles.

2. View the Business-Specific Requirements components as Landing Zone 
features or extensions

These can be delivered as sub-projects of the main Landing Zone delivery and can 
utilise seconded subject-matter experts to support delivery. For example, a cloud to 
on-premise communication capability is likely to draw in members of existing teams in 
the business to make the delivery happen, e.g. WAN technicians, firewall managers, and 
third party comms providers. 

2. Only use third party tools that can be automated 

If a third party tool is being considered then ensure that the installation and 
management of that tool can be automated. If it can’t then you shouldn’t use that tool 
(see the principle ‘Automate everything’ on page 25)

3. Use cloud native tooling for tactical changes to avoid blockers 

Avoid blockers during the Landing Zone implementation caused by third-party 
dependencies. Use native solutions tactically if necessary, for example CI/CD services.

In the cloud, you can always do more. You might never finish your 
Landing Zone implementation unless you scope and prioritise clear 
delivery objectives.

It is common for businesses to try to emulate their existing on-
premise infrastructure in the cloud. This is a mistake. 

Best Practices:

Best Practices:

The purpose of a Landing Zone is to deliver to whatever business requirement arises. At the outset, 
some of these will be known but many will be unknown and will emerge over time. 

The cloud is built using infrastructure-as-code, which gives you much more flexibility in terms of how 
you design platforms and services. For example, you can trial a given API-driven infrastructure pattern 
for a short period of time and if it doesn’t work you can step back and pivot without having to worry 
about a large infrastructure spend.

This means that you can move from a rigid, prescriptive design paradigm to one that is flexible and 
emergent. 

One of the problems with that flexibility–especially with the delivery of a Landing Zone capability–is 
that there will always be new use cases and new functionality. In this scenario, there is a danger that 
‘done’ is never reached unless the parts of the delivery are properly scoped. 

An example of a discrete delivery objective to arrest scope drift might be aligning the team structure 
and tasks with the components of the Landing Zone so it will be clear when the core Landing Zone, 
for example, is moving from a minimal viable product (MVP) to a live service. Similarly this applies to 
the project factory and the Business-Specific Requirements (see Appendix).

In order to get the most out of the flexibility and scalability of the cloud, you must change how you 
work to match how the cloud works.

Often teams get somewhat dogmatic about principles they work by in the world of on-premise. For 
example, they might want to use a specific brand of firewalls in the cloud, because that was the 
default corporate policy in their data centre. But by not changing how you work, sometimes you can 
limit the advantages of the cloud and reduce business outcomes.

Remember: a solution (e.g. specifically branded firewalls) is not a requirement (e.g. controlling network 
traffic). On-premises solutions are not always the best to meet requirements in the cloud.

The cloud is a great opportunity to stick as close to your actual business requirements as possible and 
to meet those requirements using cloud native services.

The same applies when delivering a Landing Zone. Timelines can be seriously affected if the delivery 
becomes dependent on services and resources that may not operate on the flexible cadence that is 
demanded by an infrastructure-as-code initiative. Examples of this are identity management, secrets 
management, code repositories and pipelines.
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Create a well-defined security 
and compliance model9

1. Engage early with the InfoSec team to prevent last-minute blockers 

As with other people in the business, ensure early engagement with an Infosec 
representative and regularly review the requirements that are being worked to. Use this 
to avoid a waterfall-style judgement that will block a service going live.

2. Use Google’s Security Foundations Blueprint as a starting point (but 
modify where needed)

If you’re new to creating cloud security policies then look to build upon Google’s own 
security standards to guide you. As a reference you can follow Google’s Security 
foundations guide and implement the GCP Security Command Centre as a reference 
point and subsequent enabler for continuous compliance.

The ability to create and manage projects with a known, measurable 
and enforceable security and compliance posture is one of the key 
features of a Landing Zone implementation.

This will form a baseline that will be pushed out to new projects and 
refreshed to existing projects as required. 

Best Practices:

There is often a disconnect between a company’s security and compliance requirements and how 
that is implemented in cloud initiatives. A well-defined security and compliance policy can bridge the 
gap between your policy requirements and your cloud initiative. 

For example, often a requirement needs to be translated into a technical deliverable. So if there is a 
requirement to make raw company data inaccessible from the Internet, you could translate that into a 
service control policy to prohibit the public access flag being set on object stores. 

A clear security and compliance model will set the policies you need to abide by in the cloud, where 
the red lines are and what elements change depending on context. Ensure that the purpose of each 
requirement is clear and at the point of implementation check that the control is in place and is 
demonstrable.
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AUTOMATION IN 
PROGRESS...

10 Automate everything
1. Embed an automation-first culture

The first thought on the delivery of any service or function, whether it be part of 
the Landing Zone or beyond into application delivery, should be “how can this be 
automated?”.

2. If you can’t automate it, don’t use it 

A key factor when selecting third party products for a Landing Zone or for application 
delivery is whether the installation and management can be automated. If it can’t then 
the product should not be used.

3. Automate manual TOIL

It is tempting to perform a bit of manual configuration first to do what you need to do 
and automate it later...but this never pays off. It leads to technical debt which can be 
extremely complicated or even impossible to fix retrospectively. Google has pioneered 
the definition of Site Reliability Engineering, where manual repetitive activities are to be 
automated away to ensure time is prioritised on the bigger strategic delivery objectives. 
Landing Zones are based on the same IaC, consistent infrastructure provisioning 
approach.

4. Keep the tasks that cannot be automated on the backlog as open issues

If there is no choice but to use a service or tool that is not automatable then ensure that 
these are reviewed regularly as services and tools often evolve to allow automation 
where it is was not previously possible.

How to Deliver Your 
Landing Zone

The ability to create resources via API calls or tools that wrap 
around those API calls is probably the greatest benefit that 
running services in the cloud provides: use it

Best Practices:

As we have already seen, a Landing Zone is a means to an end. If you don’t focus on delivering a 
business outcome (the end) then there is a danger that the Landing Zone itself ends up becoming the 
sole delivery objective. An end in itself, rather than a means. 

Success follows when you get agreement from the main stakeholders on the purpose of the Landing 
Zone, document it clearly and refer back to it often. 
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TEST
SITE

TEST LANDING ZONE

1. Your Test Landing Zone should build projects that are representative of 
those in your Production Landing Zone

The Landing Zone extends its security and compliance baseline to all projects. For this 
reason the Test Landing Zone should have the capability to build workload projects that 
are representative of the types of projects that are being built in the Production Landing 
Zone. 

2. Perform regular build/destroy life cycles on the Test Landing Zone

Doing so will expose any broken dependencies that may have been introduced during 
enhancement, extension and fixing. It may be expedient to add a third management 
account that is entirely dedicated to this function so as to not impact other work.

Best Practices:

11 Build a Test Landing Zone 

Your Landing Zone is a critical piece of infrastructure and 
needs to be tested the same as any other mission-critical IT 
component

The purpose of a Landing Zone is to create projects for all types of workloads ranging from 
experimental sandboxes to locked-down, business-critical projects. Key Landing Zone functions, such 
as the security and compliance baseline, will constantly be pushing out new policies and guardrails. 
This makes continuous testing a necessary element of any Landing Zone initiative.

But you can’t create a Landing Zone within a Landing Zone to test it. Nor can you push changes live 
without testing. So what’s the solution? 

The only realistic course of action, project where you can safely test new changes and services and 
then tear them down afterwards. 

This is probably the closest that can be achieved to ‘staged’ testing for Landing Zones.
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1. Keep the tracking document as simple and concise as possible

When you need to add more detail then enrich the linked documents to provide more 
information about the requirement or control.

2. Keep the tracking document under regular review

The security and compliance landscape is constantly changing and this will affect the 
compliance status and the mitigating controls. You must stay up-to-date or risk non-
compliance. Review it at least weekly.

3. Share the compliance documents widely

Transparency across the business and perhaps beyond will encourage scrutiny and 
challenges that will only serve to improve the quality of the security and compliance 
controls.

Best Practices:

12
Track, measure and demonstrate 
your security and compliance 
framework

Regulated businesses have to be able to demonstrate and 
report on specific security and compliance controls both to 
internal and external audiences

The key to success here is to make the controls you have in place as transparent and accessible as 
possible. Do not make assumptions about the technical capability of the person asking the questions. 
Have a clear and consistent approach as to how you demonstrate each control. 

There are many third party tools that claim to provide security and compliance tracking but none of 
them have full coverage. The reality is that there will be many tools, processes and documents that 
will need to come together and be presented in an accessible way to the various parties that require 
that information. 

A simple and proven approach is to document the controls in an accessible tool that has version 
history. This can be as simple as a document in a standard tool such as Confluence, SharePoint, or 
Google Docs. Create a table with columns for the control reference, and a description summary of 
the mitigation control and then a link to another page or section that has the control document. Colour 
code the rows in this table using BRAG (blue, red, amber, green) so that an idea of overall compliance 
can be assessed at a glance. 

In the linked document or section cover all the bases in terms of how that control may be viewed 
by the auditor. Depending on the tooling used, these could be breadcrumb trails through a UI (User 
Interface) to the live control, screenshots of how to perform that navigation or CLI (command-line 
interface) commands to obtain the same information. Be clear that the navigation screenshots are 
not the control but rather aids to viewing the live control.

Over the course of this implementation, the colour of this document will turn green (or blue and green 
if some items are waived) to show the fully implemented security and compliance posture.

Security Command Centre is a great way to get single-pane of glass observability within your Google 
Cloud Organisation, in terms of security and compliance observability and monitoring. Furthermore, 
Google Cloud maintains an up-to-date list of audits, certifications and contract commitments on 
their Compliance Reports Manager website, that can help with meeting your business compliance 
requirements.
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Example of a security 
and compliance 
requirements table 
for use with a GCP 
Landing Zone

The BRAG status would map to the following: 

B: Control waived

R: Not yet controlled or significant issues with control

A: Control implemented but under test or refinement 

G: Control implemented

*To be clear, this is a representation of how security and compliance is being achieved and not a live view of the security and 
compliance state. 

 ID

FRQ 1.12

FRQ 1.13

FRQ 1.15

FRQ 1.16

FRQ 1.18

FRQ 1.71

FRQ 1.14

Description

Ensure multi-factor 
authentication (MFA) is 
enabled for all IAM users 
that have a console 
password

Provide protection for 
services that store 
sensitive data and enable 
service-level segmentation

Ensure rotation for 
customer created CMKs 
is enabled

Ensure VPC flow logging 
is enabled in all VPCs

Ensure routing tables for 
VPC peering are least 
privileged access

Avoid use of 
project-wide level 
service accounts

Ensure security 
questions are registered 
in the GCP projects

Mitigation

Cloud Identity policy: 
Enforce uniform MFA 
to company-owned 
resources

Enable VPC Service 
Control policies at 
the folder level for 
applicable projects

Enable key rotation in KMS
gcloud kms keys create key \
--keyring key-ring \ --location location \
--purpose “encryption” \ --rotation-period 
rotation-period \ --next-rotation-time next-
rotation-time

Enable VPC flow logs

Cloud Monitoring rule: 
TBD

Enable Access control 
via Security Command 
Center

Integration into GCP 
project management 
process

Comment

Part of Landing Zone 
delivery. Evidence 
breadcrumb trails here.

Part of Landing Zone 
delivery. Tracked by 
LZ-21

Part of Landing Zone 
delivery. Evidence 
breadcrumb trails here.

Part of Landing Zone 
delivery. Evidence 
breadcrumb trails here.

VPC Peering is not 
permitted in design. 
Write policy to enforce 
this. Tracked by LZ-73

Security Command 
Center rule not
reporting correctly. Case
open with GCP. Tracked
by  LZ-102.

Awaiting confirmation of 
process implementation. 
Draft process document 
is here. Tracked by 
LZ-87.

1. Create a security- and compliance-aware culture

Ensure your teams understand how having a robust and well-implemented set of 
security and compliance rules should be an enabler in driving delivery forward. Deal with 
issues as they arise and make the path to production clear and seamless.

2. Keep security and compliance as a priority item on the agenda of key 
meetings

Security can often be an afterthought in engineering and delivery. Keep security and 
compliance at the forefront of people’s minds by covering it at all key meetings for 
delivery and beyond: standups, planning meetings, retrospectives, show and tells, etc. 
Go through the Compliance Checklist on Google Cloud Console. Review the Security 
Command Centre for recommendations.

Best Practices:

13 Go green and stay green

Keep on the right side of technical debt by immediately 
dealing with any security and compliance alerts as they arise

A Landing Zone implementation represents an opportunity to get ahead of any security and 
compliance technical debt. Sometimes implementing services securely is difficult. It is tempting to 
park the security bit in order to achieve an outcome that, on the face of it, moves a delivery objective 
forward. 

Ensure you are leveraging the most relevant tool to the task, when architecting a cloud native 
infrastructure. Google Cloud comes with a great number of security products which can really 
enhance your security posture and compliance at the foundation level (e.q. Cloud HSM, Cloud Data 
Loss Prevention).

If the development or implementation of any part of the Landing Zone raises a security alert then this 
should be dealt with immediately and not put on a technical debt backlog. The same should be true 
for any ongoing usage of projects created by the Landing Zone service. 

If a security and compliance measure is deemed to be so unimportant that it does not need to be 
dealt with in this way then review whether it needs to be implemented at all.
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Best Practices:

14 Watch the costs

Poorly managed result in large bills if not managed properly 

One of the great advantages of cloud services is that it is a metered 
cost. You only pay for what you use or—to be more accurate—you 
often only pay for what resources you’ve created and the workflows 
that have been established. On the other hand, as a result of this, 
many billions of dollars are paid for resources that have been created 
and are unused.

Part of a successful cloud implementation is to be cost-effective in 
comparison to traditional ‘on-premise’ services.

There are three main causes of cost overrun:

1. Abandoned or forgotten resources left running

2. Poor data retention management

3. Incorrectly sized resources

All of these can be mitigated with infrastructure-as-code to make 
correct use of the services available and to have simple rules around 
resource lifecycles and ongoing utilisation. Coded services can be 
taken up and down as required and do not have to be running all of 
the time. 

Taking services down when not in use can lead to large cost savings. 
For example, if on a development project the services are only 
required 7am to 7pm Monday to Friday then taking those services 
down outside of those hours could achieve a cost saving of up to 65%.

Development and test projects are the obvious candidates for this 
sort of management but it could also extend into production projects 
and services. For example, there may be some batch and reporting 
processing that runs for 12 hours against a database service once a 
month. It is more cost-effective to increase the database resources 
only for that time period and shrink it afterwards than to have those 
resources running all of the time just to service that task once a 
month.

There are a number of ways to monitor usage of tools and data: 

• Monitor and resize cloud resources: cloud services have built-in tools to monitor their resource 
utilisation over time. The resources can be resized if they are over-provisioned often without any 
outage. Go through the Compliance Checklist on Google Cloud Console. Review the Security 
Command Centre for recommendations.

• Use cloud tools to set alerts and limits for costs: GCP also has tools for exploring costs by time 
or services. There are threshold alerting options and service limits which go some way to putting 
boundaries on spend. 

• Data management tools: storage services have data lifecycle and expiration management 
options whereby data that is required for long term storage can be moved to more cost effective 
services or tiers or the data can be expired altogether.

1. Design a simple resource tagging policy and enforce its usage

Cost reporting can be done based on tags and this can help to identify where costs are 
running over and who is responsible for resources.

2. Tear down and recreate resources daily

Create a ‘bed and breakfast’ service to allow resources to be removed out of hours and 
recreated when required for non-critical environments.

3. Create automated lifecycle policies for object and backup storage

Expire data or move to cheaper long term storage tiers. Challenge any requirements that 
data should be kept forever—this is seldom true.

4. Regularly review resource utilisation and adjust if appropriate

Almost all services will be able to provide metrics to drive dashboards and alerts to 
monitor resource usage. This compliments the FinOps Practice within an organisation. 
Consider leveraging more cost-optimised serverless compute architectures for some 
workload, such as CloudRun.
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1. Make your Landing Zone an ever-evolving creation

Create broad design goals and then have the Landing Zone 
design as a living and evolving entity rather than a fixed 
artefact. Just as important to be clear and transparent about 
Landing Zone Design Architecture - what do consumers get 
out of the box. This may change over time.

2. Deliver iteratively to demonstrate the value of the 
work

Whilst being mindful of security and compliance red lines, 
deliver work iteratively. Get something out there that can be 
demonstrated to stakeholders and others on a regular basis.

3. Learn as you go

Instead of trying to predict everything in advance, learn 
lessons as progress is made. Feed those back into the 
iterative and evolving design. Don’t be afraid to step back 
and change direction if that is what the feedback is saying. 

Best Practices:15 Lightweight design, 
iterative delivery
The flexibility of the cloud allows you 
to make course corrections as you go. 
Avoid trying to design every detail up 
front. Learn from reviews of how the 
delivery is proceeding to help define the 
ultimate direction. Do not be afraid to 
pivot if that ends up delivering the best 
outcome.

In the pre-cloud world, you would design every aspect of 
your solution up-front (including hardware) because once 
you had purchased your hardware you were locked in to a 
certain extent. Everyone would then endeavour to deliver 
the initial design and if any assumptions turned out to be 
sub-optimal, changing them could be very difficult or costly. 

In the cloud, API-driven services and infrastructure-as-code 
mean that you can flex the hardware and services you use 
much more easily. This means you can pivot your design 
when the context changes or assumptions are revealed to 
be sub-optimal. You can take an iterative approach where 
components of a solution can be delivered as an MVP and 
then adjusted or extended based on the experience and 
outcomes from the earlier iterations. 

Another problem companies encounter is that many 
Landing Zones operate for months or years without 
delivering a single usable project for production workloads. 
These are classic cases of ‘analysis paralysis’ and over-
design where an attempt is made to address every possible 
issue in advance of writing the first line of code. 

Instead, keep your design light then use the flexibility of 
the cloud to get working solutions out as soon as possible, 
learning what works best as you go.
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Conclusion
That wraps up our guide to delivering a secure, 
business-focused Landing Zone on GCP.

The cloud is truly a game-changing innovation, but 
only when done right. 

Follow these principles and practices to the best of 
your ability and you will minimise the chances of 
ending up in the cloud graveyard!

And you’ll open up whole new worlds of possibility 
for your organisation. 

Good luck! 
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Appendix:
Landing Zone 
Components In-Depth
In this appendix, we take a closer look at the three Landing Zone components 
outlined in the introduction:

• Bootstrap

• Baseline

• Business-specific requirements

Some of these services may depend on the client context but are presented here as 
if native to GCP.

Bootstrap
This phase is a combination of satisfying prerequisites and performing the 
one-time process of setting up the Google Cloud Organisation such that it can 
be used for the ongoing Landing Zone functions. 

These include:

• Creation of a Google Cloud organisation, linked to the top level 
domain of the client

• Creation of the bootstrap pipeline that creates and supports the 
subsequent organisational level components

• Setup of the top level shared folders, monitoring and networking 
projects, organisation-level logging, and sets baseline security 
settings through organisational policies

Baseline
This phase establishes the rest of the 
security and compliance baseline 
(beyond the Organisational Policies 
inthe bootstrap phase) as well as 
operational services that support 
the Landing Zone and subsequent 
business projects.

Security and compliance baseline

• Shared Networks, Private 
Service networking, Dedicated 
Interconnects (optional) and 
baseline firewall rules

• Password policy

• Support policies and roles 
(operations, audit etc.)

• Cloud Storage

• Cloud Audit Logs

• Cloud logging

• Security Command Center

• Cloud Asset Inventory Config

• Google Cloud Operations suite 
Service aggregation

• Google Cloud Operations suite

• Forseti Security

Landing Zone services

• Version control repositories

• Project Factory

• IAM pipeline
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Business-Specific Requirements
A Business-Specific Requirement is anything that does not form the Landing 
Zone core. It can be thought of as an integration extension or plugin to the 
Landing Zone core. These are configuration pieces that are specifically 
required by your business.

Whilst a lot of these requirements could be delivered by native services 
it is often the case that the client will want these to integrate with existing 
corporate services.

Some example Business-Specific Requirements:

• Single Sign-On Integration: often with Active Directory 

• North/South Communications: VPN connections to data centres or 
office locations

• East/West Communications: intra-cloud provider servivce 
communications

• Log Management and SIEM Integration: Internal Log Aggregation 
with powerful Google BigQuery and external collectors such as Splunk

• Monitoring and Alerting Integration: this may use Google Cloud 
Monitoring, with an Ops Agent, Uptime Checks, Alerting, Metric exploring 
and Dashboard making as appropriate. Alternatively, there an option to 
integrate with a third-party monitoring and alerting solution like DataDog

• Container and AMI Factories: pipelines for creating golden images 
for container or instance farms

• Security and Compliance Auditing: tools such as with a single 
pane of glass organisational view, with a Google Security and Cloud Audit 
Logging

• Data Ingress Services: services such as Database Migration Service 
for ingesting data from legacy to GCP services

• Data Egress Service: services to transfer data either back into on-
premises locations to facilitate service migrations or to third parties as 
dictated by application architectures 
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What We Do
We Support Our Customers Across Five Core Pillars

400+ Engagements

450+ People

6 Global Offices

200+ Customers

Enterprise 
Transformation

Cloud Platform 
Build & Migration

DevSecOps and
Cloud Security

Data 
Platforms 

& Analytics

Cloud Native
Software 

Development

Contino is a Google Cloud Platform System Integrator Partner, with over 
40 certifications and public references across the globe in GCP.

Contino is actively involved in Google customer events, including being 
selected to deliver presentations at the global Google Next event, to 
showcase our skills and the value Contino delivers to customers, through 
leveraging the Google Cloud Platform.

We also have a Global MSA in place with Google Professional Services.
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