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Contino and the Innovation Squad are now 
working to build a DevOps Centre of Excellence 
with the goal to establish DevOps practices to 
enable self-service for Feature Teams and 
allowing them to move faster and safer.

What We Have Achieved So Far:

Figures are according to Contino's 2022 survey of 368 respondents; 
full survey results found within our report on The State of Cloud Security

Smooth Route to Live

If you have a smooth route to go-live, chances are security 
isn’t a blocker, but rather an accelerator for delivery.

This might mean you have:

A well-defined release process that specifies when particular 
security aspects have to be completed, with examples on how to 
do them
Guardrails built-in, meaning that as long as teams operate inside 
the constraints of those guardrails, they can launch fast with the 
confidence they meet most requirements for go-live

Cloud Security in the Enterprise: 
Three Signs Your Organisation 

Has Good Security Posture
If you’re confident in your cloud security posture, we really hope it’s an 

indication that everything is tip-top in your organisation! However, when 
confidence isn’t rooted in hard facts, it might actually mean you’re more at risk 

and vulnerable to outsider (and insider) threats. 

In the same way that people who think they’re bad drivers might actually be 
more cautious on the roads while confident drivers might be more likely to 

speed, it’s important to make sure that high confidence in your security posture 
isn’t a sign of a gung-ho attitude and unnecessary risk-taking.

To make sure your confidence is well-founded, 
you need reference points for what good looks like. 

Here are our top three signs that you’re a high performer when it comes to 
cloud security; if you don’t have all three, read our new report on 

The State of Cloud Security in the Enterprise 
for insights into what you could be doing better.

Measure Everything

If you don’t measure, you can’t 
know if you’re improving. While it’s 
true that any metrics in the 
organisation will be gamed, it’s still 
important to measure things like:

How quickly a team cam meet their cloud control requirements
How long security operations centre (SOC) spends investigating a potential 
breach of a Kubernetes cluster, for example
Mean-time to detect, respond, correct (MTTD/MTTR/MTTC)
How long it takes to get through all the security gates
Which steps in CICD take the longest

Happy Teams

One of the most important things for security teams in 
an organisation is to ensure that teams are happy with 
the security situation in the business. Security is often 
considered to be—or at least joked about being—a main 
blocker, which results in teams:

Looking for workarounds, because the “official” way 
takes ages to do anything, and can which lead to a ton of 
shadow IT
Not engaging with the security team, which means you 
don’t get feedback and can’t improve

It’s crucial that security teams try to engage with 
multiple teams and understand their pain points, 
delivery pressures and the business requirements. 
Empathy goes a long way!

51%
 of people say they’re still 

verifying IaC controls 
manually, which not only 

leads to slow release 
times but makes them 
more prone to errors19% of 

respondents consider 
their Security 

Operations Centre 
(SOC) to be 

inexperienced with 
investigating cloud 

security events

55% of 
organisations 

measure compliance 
using a cloud 

security posture 
management 
(CSPM) tool

16% 
say they either 

haven’t passed a 
recent security 

audit or haven’t had 
one in the last 12 

months


